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[bookmark: _52vsizf1ol81]Figure 1. MedCo core technologies. MedCo is a decentralized software system that uses cutting-edge privacy-preserving technologies to enable the secure sharing of medical data among health institutions. It builds on three core privacy-preserving technologies: homomorphic encryption, secure multi-party computation, and data obfuscation. These technologies are used in synergy to combine information owned by multiple institutions and reveal otherwise hidden global insights while addressing legal and privacy concerns. 
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[bookmark: _8ziatc6t0ery]Figure 2. The SCOR MedCo approach: when an institution queries the virtual collective dataset, it engages in a distributed cryptographic protocol with all the other institutions to securely obtain the result of the query. MedCo provides end-to-end protection against unauthorized access to data thanks to homomorphic encryption, which allows keeping the data in an encrypted state not only at rest and in transit but also during computation (safe settings). MedCo also removes the need for a central trusted authority by leveraging secure multi-party computation. The result of a query/analysis can be decrypted only through a distributed protocol that involves the approval of all the participating institutions. If one or more institutions are compromised by a cyberattack, the others can refuse to decrypt the data, thus keeping the data secure.



Box 1: Demonstrative research study protocols that are planned to be conducted on the SCOR secure infrastructure
[bookmark: _hpm0wc6slluo]Use case 1:  Risk stratification for COVID-19 patients
We will collect patient demographics (Sex, Age, Race/Ethnicity), smoking status, vitals and/or their fluctuation over time (BMI, oxygen saturation, and blood pressure), comorbidities (Diabetes, Lung Disease, Cancer, Immunodeficiency, Heart Disease, Hypertension, Asthma, Kidney Disease, and GI/Liver Disease) and the outcome (length of stay in hospital or in ICU, discharge or death) and apply multivariate (non-linear) machine learning classifiers to create a personal risk score that accounts for regional differences.
[bookmark: _c53cagbpgrlb]Use case 2: Efficient treatments for COVID-19 patients
We will collect candidate medications assembled manually curated by the Bar-Ilan University in Israel from trials and studies [8] and study their effectiveness in treating COVID-19 patients. Using doubly robust methods that integrate standardization and inverse probability weighting techniques [9] (considering time-dependent treatments, left-truncation, interventions like ventilators and Extracorporeal Membrane Oxygenation (ECMO), demographics, smoking status, and comorbidities), we will study averaged treatment effects on the treated (ATT) and conduct time-to-event analysis on mortality, respiratory failure, ICU admission, and length of hospitalization. 
[bookmark: _2w994ggxh007]Use case 3: Hospital readmission risk factors and prediction of post-hospitalization COVID-19 patients
Despite COVID-19 can cause severe respiratory failure and death, the majority of patients hospitalized for COVID-19 are discharged alive, amounting to 50% in China and 80% in the US [10] [11]. Whether COVID-19 discharged patients are at increased risk of hospital readmission remains unknown as there is no available data regarding the readmission rate of COVID-19 inpatients at 30 days yet. Similarly, the impact of COVID-19 pandemic on hospital readmission of non-COVID-19 patients is unknown. We aim at assessing readmission risk during coronavirus outbreak in medically hospitalized patients and whether COVID-19 inpatients are at increased risk of readmission compared to non-COVID-19 inpatients. This information can be used as a proxy for the quality of health care systems and will provide crucial information on the capacity of different health systems to respond to a global sanitary problem, whether linked to a subsequent wave of COVID-19 infection or any future pandemic.
[bookmark: _982qy5fbssmi]Use case 4: Changes in the characteristics of COVID-19 over time 
It is a common observation in the western hospitals that COVID-19 patients are not the same in May as they were at the beginning of the pandemic in March. The severity of the hospitalized patients is decreasing, while some complications, such as venous thromboembolism [12–14], might be increasing due to increased medical awareness. Making use of claims data first and registry data next, we may be able to use a multivariate and machine learning approach to model this particular phenomenon with many implications for health organizations and decision-makers.
[bookmark: _7yqaqk4n2u8z]Use case 5: Host genetics in previously healthy COVID-19 life-threatening patients 
The clinical presentation of COVID-19 ranges from mild respiratory symptoms to severe progressive pneumonia, multiorgan failure, and death. A variety of risk factors have been associated with severe COVID-19, but extremely severe clinical presentations of COVID-19 are also observed in young patients with no comorbidity. The identification and characterization of rare genetic variants responsible for the most severe forms of SARS-CoV-2 infection in otherwise healthy individuals will help uncover the genes and pathways that play a crucial role in viral pathogenesis and in antiviral response, which will inform drug and vaccine development.


Table 1. Comparison of SCOR with similar data-sharing initiatives. (*) Comparison of fully automated systems for COVID-19 data sharing is reported in Table 2 below. 
	Initiative
	Type of analysis
	Data storage
	Scope
	Type of data transferred
	Data protection mechanism
	Level of automation

	4CE
	meta-analysis
	decentralized
	international
	aggregate-level
	local obfuscation 
	manual analysis

	ACT Network
	cohort exploration
	decentralized
	national (USA)
	aggregate-level
	local obfuscation
	fully automated system (SHRINE*)

	LEOSS
	centralized analytics
	centralized
	international (only EU)
	patient-level
	anonymization
	manual analysis

	OHDSI
	meta-analysis
	decentralized
	international
	aggregate-level
	local obfuscation
	manual analysis

	PCORNet CDRNs
	meta-analysis
	decentralized
	national (USA)
	aggregate-level
	local obfuscation
	manual analysis

	N3C
	centralized analytics
	centralized
	national (USA)
	patient-level
	anonymization
	manual analysis

	SCOR
	cohort exploration & decentralized analytics
	decentralized
	international
	aggregate-level
	encryption & global obfuscation
	fully automated system (MedCO*)






[bookmark: _nlgb2gn8nhmg]Table 2. Comparison between available medical distributed analysis platforms.

	
	Functionalities
	Safe settings
	Safe output

	Platform
	Cohort exploration
	Distributed analytics
	Secure Aggregation
	Local obfuscation 
	Global obfuscation

	SHRINE
	⚫
	
	
	⚫
	

	Medical Informatics Platform
	⚫
	⚫
	
	
	

	DataShield
	⚫
	⚫
	
	⚫
	

	MedCo
	⚫
	⚫
	⚫
	⚫
	⚫
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