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Abstract

Healthcare data includes information about patient life style, medical history, visits to the
practice, lab tests, imaging test, diagnoses, medications, surgical procedures, genomics profile,
consulted providers and claims. Adequate and analytic access to the health care data has
potential to revolutionize the field of medicine by improving the quality and transition of care,
and developing better understanding of biological mechanisms and modelling complex
biological interactions by integrating and analyzing knowledge in a holistic manner. To fulfill
the growing interests in implementing the health information system, MAV-clic is developed
to satisfy the requirements of data owners as well as data users in the healthcare system. As
the multi-database management system, it can benefit for the data owners to manage huge
database from multiple sources in a centralized manner. The data having different contents,
formats, styles, sizes, structures can be extracted and transformed into the normalized format
and stored into the MAV-clic system with High performance computing technology. The well-
organized data management features allow for data users to analyze the complex, disparate
healthcare data. Analytics process in MAV-clic can help building the cohort in terms of
demographic information, and time information as well as generating evidence using analytics
of the patient’s information along with diagnoses, medications, laboratory results. MAV-clic
also offers the customized functions, which can explore the quality measures of the hospital
using the EHR database, visualize the patterns of the analyzed results, and report the summary
in an automated and timely manner. In this manuscript we present the concept, system design,
modelled database, data flow, components, and software development, deployment and
configurations details of MAV-clic.
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MAV-clic Concept

The overall concept of MAV-clic is to help support and implementation of new healthcare data
analytic and research process at the UConn Health. The goal is to produce a prototype
application and database management system, which can connect people from different
background and specialists (e.g., Podiatrists, Optometric, Oral Surgeons, Dentists,
Chiropractors, Physician Assistants, Nurse Practitioners, Clinical Nurse Specialists, Clinical
Social Workers, Clinical Phycologists, Registered Dietitians, Nutrition Professionals Physical
Therapists, Occupational Therapists, Qualified Speech-Language Therapists, Quality Inspectors,
Management, and other staff members etc.) with direct access to the electronic health records
in a way that they ask some analytic questions, which can be helpful in drawing those pictures,
which a traditional electronic health records system cannot easily facilitate.

Quality Inspectors, Physicians, surgeons,
Advisors etc. nurses etc.

|
o
i j_"a“ “§ ?5 Patients,

Guardians etc.

Management, Staff,
Analysts etc.

MAV-Clic

Management, Analysis and Visualization of Clinical Data

"

Practice Patient Databases High Performance Computing
Electronic Health Records d & De/ldentified Databases

S. Figure 1. Concept of MAV-clic

As presented (S. Figure 1), MAV-clic provides multi roles based users access to the system,
facilitates electronic health records transfer using high performance computing environment
and allows users to ask simple and complex questions to the system and report results.

MAV-clic System Designs

MAV-clic is a new, large scaled, user-friendly, interactive, cross-platform, encrypted, multi-
roles based, automated, customized and centralized multi-database management system at
the UConn Health. MAV-clic is based on Butterfly Model* 2 and product line architecture? (S.
Figure 2). It implies that all major modules are capable of performing individual key roles as
well as integrating each other.
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ELECTRONIC CLINICAL QUALITY MEASURES (eCQMS)
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Data Data Data Data Data
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MULTI-ROLES BASED GRAPHICAL USER INTERFACE

STORE. STRUCTURE. SECURE. HANDLE. PROCESS. TRACK. REPORT. VISUALIZE. SEARCH.
* Identified * Relational * Encryption * Import * Pre-process * Individual * Metadata + Cohort + Features.
(database) (schema) * Decryption + Export « Quality * Annotated * Processed + eCQM Metris (-patients,
+ De-identified * Standardized * Archiving + Extract Control (-patient, * Metrics *  Analysis -providers,
(database) (naming * Backup + Parse *  Analysis ~visits, * Results results -diagnoses)
+ Aggregated  conventions) * Events logging + Classify + Scripts ~diagnoses, * Multiple + Keywords
(database) « Centralized * Password * Locate « Pipelines -medications, formats * Date
(access) * Controlled access  + Add * Applications -providers, (-Excel sheet, + Customized
* Track logging + Update -practices, -CsV file,
* Protectedservers  + Archive -etc) -Image,
« Delete etc.)
=
HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA) COMPLIANT
Application and Risk Management Information System . Device and Media Users Access
N " - N Contingency Plan
Data Criticality and Analysis Activity Review Controls Controls

S. Figure 2. Architecture of MAV-clic

While design and implementation of the system, one of the most complicated tasks were to
implement Health Insurance Portability and Accountability Act (HIPAA) % > & 7 compliant
environment, as it involves not less than a thesis to be pre-compiled with all instructions, and
guidelines strictly followed and to be implemented in the system following HIPAA rules. MAV-
clic is a HIPAA compliant framework that implements healthcare and users data security,
which includes: Application and Data Criticality; Risk Management and Analysis; Information
System Activity Review; Contingency Plan; Device and Media Controls; and Access Controls.

User must be one of the trusted ones but that is not enough. We have implemented very tight
security to ensure data privacy, which requires many conditions e.g., user must be cleared
from the IT/Security departments to have access to the healthcare data, user can only use
MAV-clic when installed within a computer located within HIPAA compliant environment (only
intranet based, no WIFI or internet connection works) etc. Moreover, we have implemented
strong security checks within system to monitor user’s activities and to manage alumni users
and obsolete system’s versions. MAV-clic implements well monitored security around system.
We have provided a special graphical interface to manage users’ information, which only
admin can access to create, restrict, block, fully track and update users’ account information.

The system overhauls the status of version automatically. New features are added in the
system and it is required to make sure that all users have correct and updated version.
Considering the fact that software can be used by users who are scattered throughout the
UCONN Health campus, it’s very hard to know which user has the right version to use. We
have added features in the system to make sure that all users have correct and updated
version. System will automatically restrict and direct him to the latest version, when a user will
try to login with old version.
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Moreover, system generated data is fully encrypted, even administrator cannot see the
confidential information. Users can download system generated data in a de-identified
manner while users have read-only access to the identified data. System generated data is
fully encrypted so even administrator cannot see the contents. Also, system generated data is
composed of confidential information, so it can only be archived and retrieved back but cannot
be permanently deleted from the system. We have enforced some security conditions, which
includes:

1) All the events fired and operations performed by the users are fully logged, even all
the system generated SQL queries are recorded.

2) Users are not allowed to download patients’ personal details.

3) Thereis a limit applied in even downloading data.

4) Users can only access desktop application only when they are connected using
Ethernet are in secure and permitted locations/labs.

5) The system is audited at pre-determined time intervals. So, all the users are followed
and tracked for their operations periodically.

MAV-clic implements healthcare data analytics process (S. Figure 3), which includes review
and finalization of study documents, patient database designing, data collection, data
preparation, data tracking, data modelling, data validation, discrepancy management (process
to systematically correct and manage discrepancies generated within data to ensure that data
is complete, accurate, and compliant), medical coding, knowledge base, quality metrics
management, database locking and users’ access control and management. Data is raw and
once it’s extracted, information is collection for analysis and once its analyzed and meaningful
results are available and stored in the system, which are the part of knowledge base e.g.,
reports including information about customized eCQMs, denominators, numerators and
percentages etc.

Database Development Data Preparation

Extraction Cleansing

|:> A Discretization I:>
Validation Transformation

Integration

Data Generation Use of Knowledge Data Validation

S. Figure 3. Health care data analytics process
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The major analytics components dealing with the clinical data in MAV-clic consist of three
different modules: Cohort building, Data analysis, and Measurement analysis (S. Figure. 3)

In cohort building module, multiple demographic features are offered to build cohort and
ontology from registered patient population. Cohort can be made based on the days to visit
the practices, personal information (e.g., gender, age, marital status, language, race, religion,
smoking and other habits), regional information (zip code, street, city, county, state, and
country), diagnoses, medications, procedures and consulted providers etc. Once the cohort is
built, care providers can analyze their patients data based on the diagnoses codes, lab test
results and prescribed medications in data analysis module. It is capable of tracking one
specific patient in the selected cohort as well as the cohort itself in terms of visit to the
practices, diagnoses, medication, and consulted providers.

In measurement analysis module, customized functions are offered to search for the patients
by the lab test results (the name of lab test, the range of lab test results), or prescribed
medication information (the name of medication group, the number of medication,
medication duration). The sorted out results based on the selected criteria are counted and
used to calculate the quality measures. Then, the aggregated results was reported in a de-
identified form. Thus, healthcare organizations can report the electronic clinical quality
measures (eCQMs) that the Center for Medicare and Medicaid Services (CMS) has proposed
in order to help unlocking the insights from patient data, demonstrating values in evidence-
based medicine, improving outcomes and reducing costs (https://ecqi.healthit.gov/ecqms).

Cohort Building

Data Analysis Measurement Analysis

| — | ‘ m | — Persons CMS 156 = Use of High-Risk
Medications in the Elderly
24 Hours Martal Region —% Patients
Gender Street Visits |‘— CMS 122 = Diabetes: Hemoglobin
 EEEEEEE—— Alc (HbA1c) Poor Control (> 9%)
m Veteran Diagnoses —
- S
m — Lab Tests |__ CMS 331 =Adult Sinusitis:
Antibiotic Prescribed for Acute
Medications |4— Sinusitis
e =
Country — Procedures }<— CMS 126 = Use of Appropriate
o X Medications for Asthma
Medication Religion Enterprise _ﬁ Providers | 4

= T coms

Reporting

S. Figure 4. Components of MAV-clic
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MAV-clic Database Components

Commercial electronic health records (EHR) systems (e.g., NextGen, Epic, Cerner, GE
Healthcare, eClinicalWorks, athenahealth, McKesson, Allscripts, Care360 etc.) are very
complicated, closed and restricted. These are designed for commercial purposes with goals
mainly circulating around the data entry and retrieval without comprehensive analytics
implementation. In our case, MAV-clic efficiently extracts data from NextGen having over 7000
relations and other in-house databases, then cleanses and stores the extracted data in a
format of Microsoft SQL, MySQL, Data clusters.

MAV-clicimplements multiple and different databases which have different roles in managing
the data and link them together to function as one integrated system (S. Figure 5). The current
version implements Microsoft SQL server for EHR data management and MySQL server for
users, national drug codes (NDC), international classification of disease, ninth revision Codes
(ICD9), metrics and reports management.

HPC: Data Clusters 1
MAV-Clic ETL Processes @

[ -

e

e SOL server .

S. Figure 5. Databases of MAV-clic

MAV-clic implements ETL processes, which are capable of running in command line HPC
environments as well as in the desktop computers to extract, transform, and load the source
of clinical data to the destinations of MAV-clic servers. During ETL processes, the data is
structured (normalized relational schemas, standardized naming conventions) and secured in
term of the encryption, archiving, backup, event logging, limited access and password
management in identified and de-identified formats. Furthermore, it is able to handle data
with the basic functions (export, import, extract, parse, classify, search, add, update, archive,
delete), track the data in an individualized and annotated manner, and visualize and report
the analyzed results with common formats such as Microsoft Excel spreadsheet, common
separated values (CSV), text, images, PDF, html, xml files etc.
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MAV-clic Software Development

MAV-clic is based on Butterfly Model® 2 and product line architecture?. It is completely
developed using JAVA programming language. MySQL and Microsoft SQL database
management systems are used for the implementation of database (S. Figure 6). MAV-clic is
tested, in use and recommended for Microsoft Windows and Macintosh operating systems.

Installation and Configuration

MAV-clic is programmed in Java programming language, built and tested at both Mac-0S-X
and Windows platform. To successfully run (JAR file), it requires Java Version 8 with Update
131 (build 1.8.0_131-b11) can be downloaded from www.java.com. Additional information
and updates are available at: https://github.com/drzeeshanahmed/MAV-clic/wiki. For
further assistance, it is advised to contact authors: MK and ZA.

Requirements Gathering
Requirements Analysis
Software Design
Software Modeling

User Interface Design
Butterfly Model . . Software Development
v I Software Design Modeling | Quality Testing
Java .
Graphical User Interface —
g bRl \E Relational Database

HPC —\———___I ~ ' Data Cluster ‘ J T

S. Figure 6. MAV-clic development tools and technologies.
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